
Blockchain Mechanism

Distributed Ledger Cryptography



Distributed Leger - Cryptos (BBC, 2018)  

https://www.youtube.com/watch?v=SzAuB2FG79A


Cryptography

Caesar Cipher Wheel Jefferson Disk (12)

Secret: K I L L

Key: A-I

Keys: K1, K2, …, K11 
Encryption:
Decryption: K I L L (Key:A-I)

S QT T (Cipher)

https://www.youtube.com/watch?v=FVcSk6TYUI8


Enigma Machine



Enigma Machine (+1020, Daily) 

https://www.youtube.com/watch?v=TYX691q2J2c&t=1s


Two-way:  Encryption ßà Decryption

One-way: Encryption only, no key and no decryption

Cryptography

🔑 🔑



Hash Function
A one-way funnel that takes 
in an input of any size and 
encrypts it into a fixed-size
output, called hash. 

Secure Hash Algorithm, SHA-
256, is used in blockchains.

https://andersbrownworth.com/blockchain/hash


Blockchain  Demonstration Part 1

• Hash (1-way Encryption)
• Block 
• Blockchain
• Distributed
• Tokens
• CoinbaseAnders Brownworth

Federal Reserve & MIT 

https://andersbrownworth.com/blockchain/




Hash Function & Property
Fingerprint: hash of an 
input data is unique

One way: easy to 
hash a file, extremely 
hard to reverse

Avalanche: tiny change 
to a file leads to huge 
change to its hashSHA -256: 64 characters, 1077

https://andersbrownworth.com/blockchain/hash


Hash Uses
File Authentication

ebb349ds92s824d

• In file sharing, its hash is also 
shared.  

• Any file alteration leads to 
an obvious hash change.



Hash Uses

Password Encryption 

15e2b0d3c33891ebb0f1E
F609ec419420c20e320ce
94c65fbc8c3312448eb225    

12345678

It is nearly impossible to crack 
the password from its hash.

xxxxxxxxx Hash

John Doe

Zero-Knowledge Proof 

https://www.youtube.com/watch?v=cczlpiiu42M


Hash Uses - Digital Signature



Chain the Data Blocks
A distributed database stores data in blocks that are chained 
together via cryptography



Blockchain  Demonstration Part 2

• Keys
• Signatures
• Transaction
• Blockchain 

Anders Brownworth
Federal Reserve & MIT

https://andersbrownworth.com/blockchain/public-private-keys/




Blockchain Database
A distributed database stores data in blocks that are chained 
together via cryptography

1 database is widely
distributed

Transparent, Immutable, Tamper-evident, Secure

#

Bitcoin blockchain has not been hacked

https://www.blockchain.com/explorer


Disintermediation (Linux Foundation, 2022)

https://www.youtube.com/watch?v=kGBELJ0U4KM&t=1s

